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Goals of this talk

• How to approach large proprietary systems
• No source and no obvious entry point

• How curiosity turned one local bug into:
• Archive internals

• Fuzzing

• Crypto parsing

• And remote memory corruption

• What LLMs helped with, and what still required human input
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What is SAP?
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• Platform used by most Fortune 500 companies

• Core systems like ERP and CRM on a proprietary stack
• ABAP, NetWeaver, HANA, XSA

• High business impact

• Large attack surface
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Why this is hard
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• Proprietary code

• Many products and shared components

• Old and new products living side by side

• Complex cross-component interactions
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The thread
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Once upon a time
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A project

Getting Lost in SAP – Tao Sauvage 7

> Hey Tao,
> 
> We’ve got a new project for 
that same customer.
> 
> Interested?
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A challenge
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The project
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Recon
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hostexecstart
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hostexecstart
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hostexecstart -upgrade <archive>

 saphostexec -upgrade -archive <archive> verify

  SAPCAR -manifest … -V -xfvs <archive> -R …
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hostexecstart
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SAPCAR usage:

…

-e: redirect output from stdout to file sapcar_output

-L FILE: use security library FILE for signature operations 
(default: libsapcrypto.so)

…

-p octalvalue: set permissions of all files in archive to value

-P: use absolute path-names (use carefully)

…

-xnopvalid: Do not validate file paths during extraction […]
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hostexecstart
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hostexecstart
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hostexecstart 
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CVE-2024-47595

• We handled coordinated disclosure on behalf of our client

• CVE covers both LPE issues
• `hostexecstart` arg injection and output symlink redir

• `icmbnd` trace path/newline injection (not presented here)

• All I needed to do was write a quick blog post ☺
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Blog post prepping
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I just want to sign it
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SAR content

20Getting Lost in SAP – Tao Sauvage

hxehost:hxeadm> SAPCAR -tf tp.sar

SAPCAR: processing archive tp.sar (version 2.01)

-rwxrwxr-x         300    22 Aug 2012 20:27 patches.mf

-rwxrwxr-x    10575444    22 Aug 2012 19:48 tp

-rw-------        4922    23 Aug 2012 09:20 SIGNATURE.SMF
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SAR manifest
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SAR internals
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SHA256

?

https://ide.kaitai.io/

with

https://github.com/anvilsecure/SAPCARve/blob/main/sar.ksy 

https://ide.kaitai.io/
https://github.com/anvilsecure/SAPCARve/blob/main/sar.ksy
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SAPCARve
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https://github.com/anvilsecure/SAPCARve

https://github.com/anvilsecure/SAPCARve
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LK and DR blocks
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It’s tamper time
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More CVEs

• CVE-2025-42992: metadata tampering in signed SAR archives.
• Just presented

• CVE-2025-43001: current/parent directory permission override.
• Path traversal protection failed to consider ‘.’ and ‘..’ in archive

• CVE-2025-42970: path traversal in CAR archive extraction.
• Path traversal protection applied to SAR, but not CAR archives
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If you won’t sign it…
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$ taskset -c 0-3 afl-fuzz -i corpus -o findings -m none -O -- ./SAPCAR --tf @@
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More CVEs*

• CVE-2025-42992: metadata tampering in signed SAR archives.

• CVE-2025-43001: current/parent directory permission override.

• CVE-2025-42970: path traversal in CAR archive extraction. 

• CVE-2025-42971: OOB write when parsing CAR archives.
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Blog post prepping
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Auto-shim lib
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https://github.com/anvilsecure/auto-shim-lib 
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Archeology
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Gotta go fast
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$ afl-fuzz -i corpus/ -o findings/ -O -- ./call_libsapcrypto
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reason: SIGSEGV
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libsapcryto.so
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CommonCryptoLib 
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Source: https://community.sap.com/
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hdbclient 
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hit Breakpoint 5
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Bug analysis
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seccrypt__DName2Name
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calloc(bufflen / 2 + 1)

• Based on the assumption that smallest TLV is 2 bytes
• Tag byte, Length byte set to 0, no Value byte

• Sound, as long as the stream only moves forward

• Loop stops when reaching the end or an error is returned

seccrypt__DName2Name
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ASN.1 and DER primer
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Source: https://en.wikipedia.org/wiki/ASN.1
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Example
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02 01 05 = INTEGER 5

02 81 01 05

02 82 00 01 05

02 83 00 00 01 05

42
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• Params: buf, buflen, off, *hdrEnd, *elemEnd, *tagOut 

• Parses one ASN.1 TLV at buf[off] 

• And returns: 
• *hdrEnd: offset of the first content byte

• i.e., off + (tag+len-field size) 

• *elemEnd: offset of the byte after the element
• i.e., hdrEnd + content_length

seccrypt__ASN1getLengthAndTag
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Processing 0x84 length
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Example
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02 01 05 = INTEGER 5

02 84 ff ff ff ff 05

45

INTEGER’s length is… -1
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Broken assumption

• ASN1getLengthAndTag could return offset earlier in stream

• Stream parsed multiple times

• Breaks bufflen / 2 assumption

• offset[count] = cursor could write OOB
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Exploit? It’s complicated
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• Heap exploit

• Linear OOB write

• Semi-controlled value

• No knowledge of HDB protocol

• Process takes 20 minutes to restart

→ Beyond my pain threshold
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Exploit ideas

• Target HDB protocol
• State machine

• Data structures

• Example:
• Session A tries to execute SQL query

• Session B exploits bug to corrupt session A’s state
• With OOB overwrites session A’s metadata in memory

• Flip it to authenticated or valid

• Session A’s query is successful
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HDB anyone?
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Source: SAP_HANA_SQL_Command_Network_Protocol_Reference_en.pdf

https://help.sap.com/doc/63cef00e229b4010be06cfa01e1d338b/1.0.12/en-US/SAP_HANA_SQL_Command_Network_Protocol_Reference_en.pdf
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Conclusion
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CVEs
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• Initial project:
• CVE-2024-47595 for both

• SAPCAR:
• CVE-2025-42970 Path traversal in CAR archive extraction
• CVE-2025-42992 Metadata tampering in signed SAR archives
• CVE-2025-43001 Override permissions of . and .. directories

• CVE-2025-42971 OOB write when parsing crafted CAR archives

• CommonCryptoLib
• CVE-2025-42940
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Takeaways

• Pick a thread, but keep asking what shared component it touches

• Proprietary systems reward tool-building and format archeology

• Black-box fuzzing is great when paired with custom harness

• LLMs helped a lot
• Setup, triage, scripting, analysis, testing, debugging, PoC writing, etc.

• Other times, not so much
• Kept trying to remove AFL Frida mode for speed boost

• Confidently gave wrong root cause of the bug

• Exploit ideas focused on happy paths
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Future work

• “On the Coming Industrialisation of Exploit Generation with 
LLMs” by Sean Heelan

• Revisit exploit-dev assistance with newer systems
• Anthropic and Mythos 5

• Anthropic and Fable 5
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Questions?
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Links
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• Tools
• SAPCARve: https://github.com/anvilsecure/SAPCARve 

• auto-shim-lib: https://github.com/anvilsecure/auto-shim-lib

• Blog posts
• https://www.anvilsecure.com/blog/tale_in_two_parts.html 

• https://www.anvilsecure.com/blog/one-bug-wasnt-enough-escalating-
twice-through-saps-setuid-landscape.html

• https://www.anvilsecure.com/blog/breaking-sapcar.html

• Last one coming out soon ☺
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